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COTS Vulnerabilities
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COTS Vulnerabilities
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OWASP Top 10
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Definitions of Vulnerabilities

 0-day
– Just disclosed
– No patch available
– Exploits may not be 

widespread

 N-day
– Patch is available
– Exploits likely to be rampant 

in the wild

https://www.darkreading.com/vulnerabilities---threats/the-overlooked-problem-of-n-day-vulnerabilities/a/d-id/1331348
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Trend: SW Increasingly Under Attack

Public n-day disclosures (with severity scores); snapshot taken April 13th 2021
https://nvd.nist.gov/general/visualizations/vulnerability-visualizations/cvss-severity-distribution-over-time

8
© GrammaTech, Inc. All rights reserved.

N-days: a Major Threat

99.9% of exploited n-days disclosed over a year
Verizon DBIR 2015

Computer systems used by federal agencies often have 
n-days
U.S General Accountability Office (GAO) Report on Information Security, December 2018

Weapons systems rely on commercial and open-source 
software, and are subject to n-day exploits
U.S GAO Report on Weapon Systems Cybersecurity, October 2018
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Equifax Data Breach, 2017

 Sensitive personal data of 148 Million Americans stolen
– Including SSN

 Cost Equifax at least $380M (possibly up to $600M)
 Estimated cost to Americans (for freezing credit): $1.4B
 Exploited an n-day in the Java Struts framework

– Left unpatched for several months (patch was publicly known)
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OSS Is Integral to Modern Development
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Hidden Open Source Vulnerabilities

Open-Source 
vulnerabilities reside 
multiple layers deep

Difficult to detect since 
source unavailable

Custom Code

Open Source

Third Party Code

Fourth Party Code
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Reality of Modern SW Development

Executable

Known 
Dependencies

Unknown 
Dependencies?
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Software Component Analysis (SCA)

Heartbleed

zlib CVE

Report
Software

Code
SCA

Software Component
Analysis

Known Components DB

match

Bill of Materials N-days

Signatures Vulnerability Metadata (NVD)

16
© GrammaTech, Inc. All rights reserved.

Source vs Binary SCA

 Source-code SCA is well-established
– Several commercial tools and services available
– Techniques from Information Retrieval scale and 

work well
 Hashing, Signature matching, n-grams, etc.

 Binary SCA is hard….
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Binary SCA Use Cases

Application 
Development - Internal 

and External Use

Product Configurators
Sales Forecasting

Database applications

Workflow applications

Customer facing apps

ERP

Product Development COTS Deployed 
Internally
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Why Binary SCA is Difficult

Binary
Code

What components?
What versions?

Source Code

Components:
• libxyz v2.3
• openABC v4.1.2

Unknown 
Transformations 

and 
Toolchains

Cut-and-paste
Forking and refactoring

Compilers
Linkers
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Critical Technical Challenge

The same source code can look very different at the binary level

Assembly listings for the Heartbleed bug, compiled using gcc-4.4 and clang-3.2:
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Approach: Biometrics for Components

binary

bytes hashlibidhash

strings strlibidNLP

symbols
lookup dynlibid

disassembly vector
embedding embedlibid

Certainty:

High
Certainty:

High
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Superficial Properties of Binaries

 Properties are independent 
of the instruction set 
architecture

 Hashes
– Compute hash of the file and 

look up in catalog of hashes
 Strings

– Extract sequences of bytes 
that make up strings

 Symbols
– Extract symbolic references

Salt Lake City

Invalid sCAL chunk ignored: non-
positive width

libpng version 1.5.10 - March 
29, 2012
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Deeper Properties of Binaries

 Properties sensitive to the instruction set 
architecture

User Binary

Decode 
bytes & find 
procedure 
boundaries

ϴϴ

ξξ

λλ

Features

Similarity
match against 

Database

Conclusion

Component: libTvg
Version: 4.3.1
Confidence: 87%

Machine Learning!
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Machine Learning to Recognize Components

Source Code

Toolchains
vary by optimization level, version, 

target, etc.

gcc-5.1 –O2

gcc-3.2 –fpic

clang-5.1 –O

iar-4.7 –xmx

cl-7.4.exe

Features

Semantic 
Signatures

ϴϴ

ξξ

λλ

Machine
Learning

Component C
Version V

Component C
Version V

23

24



5/11/2021

25
© GrammaTech, Inc. All rights reserved.

Example: Bill of Materials

Scan of a single file: 
Qt5Gui.dll

libiconv detected, 
but safe

libpng detected, with 
several vulnerabilities
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Example: Vulnerabilities View

Link to CVEs associated with the 
detected version of libpng
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Conclusion

 N-day vulnerabilities are abundant
 Particularly pernicious for Supply Chain Risk 

Management
 Software Composition Analysis tools can help 

close the door on large classes of serious security 
weaknesses

 Tools capable of analyzing binaries are now 
available
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