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DevSecOps — Detecting 0-day and N-day vulnerabilities, everyday.
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Why not all three? @
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The DevOps movement
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= The DevOps
movement integrated
testing into every code
change
— unit tests
— functional tests
— deployment tests
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What about security? @

= Security traditionally viewed as
a post-development or QA task

= The DevSecOps movement
brings security testing into the
development cycle
— Find (and fix) vulnerabilities
earlier

— Reduce uncertainty

= Does our software have any
vulnerabilities?

= How long will it take to resolve
them?
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What kind of vulnerabilities are we looking for?

= (O-day
— Can be exploited right now
— No patch available

— Exploits may not be
widespread

= Zero Day Initiative currently
tracking over 400
undisclosed vulnerabilities
discovered in 20211

L https://www.zerodayinitiative.com/advisories/upcoming/

2https://www.fireeye.com/blog/threat-research/2020/04/time-between-disclosure-patch-release-and-vulnerability-exploitation.html
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= N-day
— Can be exploited right now
— Patch is available

— Exploits likely to be
widespread

= A 2020 study? of 60
vulnerabilities showed 30%
were exploited more than 1
week after the patch was
issued
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Where can these vulnerabilities be found?

= Source code and Binaries
— Internal
— Open Source
— 3rd Party
© GRAMMATECH 6
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What are the challenges? @
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= Source code can be
expensive to fix
— Open Source
— 3" Party

= No source code
available
— Binaries
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Comprehensive Security Strategy

= |nternal Source Code
— Eliminate vulnerabilities

— Your team knows the
codebase

— DevSecOps reduces the
cost of remediation

'CODESonar
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= Binaries
— Eliminate 0-Day and N-Day
vulnerabilities
— Remediation through
package / binary / vendor
updates

'CODESentry
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DevSecOps for Source Code

'CODESonar
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'CODESonar

» Multi-language static analysis platform with abstract execution
— C/C++, Java, Android, C#, Intel-32/64, ARMv7, PPC

=  Warning tracking with suppression

= Developer-friendly interface
— Clear explanations with path information
— Whole program navigation and visualization

» Integrated with popular CI/CD tools such as GitLab and Jenkins

» |dentifies Tainted Data Injection, Buffer Overflow, Hardcoded Passwords
and many other security vulnerabilities
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DevSecOps for Source Code @
N
@T ,
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Example: GitLab Integration @
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SAST in the CI/CD Pipeline
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= CodeSonar is run as
part of GitLab pipeline
merge request

= Shift Left from QA into
development

= (0-Day vulnerabilities
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Continuous Integration

Push code fixes
Automated
build and test

Q:

O-0-0»@

Automated
build and test

]CODE%JI"
Q @80
@-0 %\

Deploy Review App =
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SAST in the CI/CD Pipeline

.
| | Wh a‘t If We need © copEsoNAR e wmnpemans ] ————
e e ey Y Yy —
Tainted Butfer

access to the =
CodeSonar warning? .

= Just click through to |
access the Hub e i—
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SAST in the CI/CD Pipeline

o SANS/CWE Top 25 for 2020 |
= Use built-in reports to

generated by wcapitani on Thu Apr 8 16:17:59 2021

I 1. CWE:79
t ra C k t h e S e C u rI ty Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’)

status of your project |z e -

Improper Input Validation

Rank  Warning Class. Procedure Name LineNumber  File Name

57 Tainted Bufler Accass AsadFromEngine 155 engne.ce
Tainted Buffer Access ReadFromUser 189 engoe.ce
58 Tainted Buffer Access ‘engine: book_open El bock cop.
8 Tainted Buffor Accass adaptor-option it s option. cpp
58 Tainted Buffer Access adapler-book_open %0 book cpp
59 Tainted Bufier Access ParseEPD 2 epdec
59 Tainted Buflor Accoss Purse€PD 118 opdce
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DevSecOps for Source Code @

= Security of source code moved into the
development cycle

= Early detection of vulnerabilities reduces:
— the cost of remediation
— the risk of missed release dates

= Security is not just a QA activity, but an
everyday activity

© GRAMMATECH 9
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DevsecOps for Binaries

'CODESentry
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CodeSentry — Binary SCA

'CODESentry

= Binary Software Composition Analysis

— ldentifies OSS and 3 Party components with known
vulnerabilities

— Known vulnerabilities (N-days) are a major threat

— Continuously identifies critically exposed security flaws
— Variable levels of vulnerability discovery

— Creates SBOM

— Maintains component history

= OnPrem or Saa$S deployment

1
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DevSecOps for Binaries @
N
EE
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DevSecOps for Binaries @

» On each merge request, software package is
built for testing purposes

= Submit Binary Artifacts for Analysis
» Retrieve Security Scores and KPls 9
= Pass or Fail the build

Q

» Create tasks for developers to %
investigate findings

<
;99
65
Plan Launch

1
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CodesSentry API Integration

'CODESentry

Binary SCA Fndmgsl IBlnary Artifacts
Source Code

Open Source Components
Review the results of Binary SCA
Pass or fail the build S,
2,
A%
Plan Launch

3 Party Binaries
1
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Identify vulnerable components

[8) snammanrecn 'CODESentry
Bill of Materlals
—_— openss! 1.1.1i
- s Match Level: High
—— 0 Security Score: 25
:v. :‘ Path: PM/myfile.exe
oy’ A Component ID: e06e6670-50b0-423e-86f5-22d4a58573bf
: :9 CVE Distribution: € Critical: 0 EHigh:4 4 Medium: 4 Low:0 @ Unassigned: 0
: m Severity CVSS Score  CVSS Version CVEId Description
e 2 H High 75 3.1 CVE-2021-23840  Calls to EVP_CipherUpdate, EVP_EncryptUpdate and EVP_De...
:: ’ : HHigh 7.4 3.1 CVE-2021-3450 The X509_V_FLAG_X509_STRICT flag enables additional sec...
- A Medium 59 31 -2021-23841  The OpenSSL public API function X509_issuer_and_serial ..
ot Lot 4 Medium 59 3.1 CVE-2021-3449 An OpenSSL TLS server may crash if sent a maliciously c..
:M - 1] High 75 341 CVE-2021-23840 Calls to EVP_CipherUpdate, EVP_EncryptUpdate and EVP_De...
::‘“ , H High 7.4 3.1 CVE-2021-3450 The X509_V_FLAG_X509_STRICT flag enables additional sec...
_-«-- 037 A Medium 5.9 3.1 -2021-23841 The OpenSSL public API function X509 _issuer_and_serial_...
:::I : A Medium 59 3.1 VE-2021-344: An OpenSSL TLS server may crash if sent a maliciously c...
w02
I
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Information From Detected Components

© GRAMMATECH

= Component and version information

» Vulnerability information
— List of CVEs and CVSS score

= List of functions included
— Helps refine vulnerability assessment

26
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Reports for process compliance @

Security Score

Artifact
Security

Scan Quality
Vulnerabllities

[

'CODESentry

Binary Scan Vulnerability Report

!
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DevSecOps for Binaries @

= Open Source and 3™ Party binaries can
contain N-Day vulnerabilities

= Binary SCA can detect vulnerable components
throughput the development cycle

= Early detection of vulnerabilities:
— Gives developers extra time to update components

— Reduces the risk of releasing software with known
exploits
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Conclusions
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Conclusions @

= Security must be built in to the development
cycle, not just left to QA before release

= Early detection of vulnerabilities reduces:
— the cost of remediation
— the risk of missed release dates

= Static Code Analysis and Binary SCA can
help you achieve this goal
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