
case study

“We trust Coverity’s static analysis capabilities to such an extent that we treat 
Coverity bugs like field bugs. Unresolved Coverity defects can mean delaying a 
product release and affecting our ability to ensure customer satisfaction.” 

—Yair Elharrar, AudioCodes Systems Engineering

The AudioCodes Challenge
AudioCodes provides innovative, reliable, and cost-effective Voice over Packet 
technology and Voice Network products, including media gateway and media 
server platforms for packet networks in the wireline, wireless, broadband access, 
and media server markets. 

AudioCodes partners with OEMs, Network Equipment Providers, System 	
Integrators, and Enterprises to build cutting-edge solutions based the company’s 
VoIP technology. As AudioCodes’ products are integral parts of systems sold 	
by leading telecommunications and networking manufacturers, the performance 
and security of AudioCodes software is a business-critical concern for the  
company. With a considerably large code base, the company required a solution 
that could help the development team ensure code quality and security ahead  
of deployment.

The Solution
Software quality has always been a primary goal for AudioCodes’ team of over 200 
developers. However, despite the presence of a QA process and simulation tests, 
the amount of developer time required to identify must-fix bugs slowed down the 
software development cycle. To preserve valuable developer time, the company 
selected Prevent SQS from Coverity to deliver automated static code analysis and 
accelerate the software development process. By scanning for dangerous code 
bugs with Coverity earlier on in the application life cycle, AudioCodes’ engineers 
are helping the company avoid costly potential software failures in the field. 

Since 2005, AudioCodes has trusted static code analysis from Coverity to help 
ensure software quality and security. Coverity engineers continually develop 	
innovative checkers to provide companies like AudioCodes with deep insight into 
the quality of their code. AudioCodes has also worked directly with Coverity to 
develop additional checkers designed to help the company identify its most  
hard-to-find bugs. 

“Two years ago, AudioCodes selected Coverity’s advanced source code analysis 
solution. We are pleased that the continuous improvement of Prevent’s checkers 
has confirmed our decision to choose Coverity,” stated Yair Elharrar, AudioCodes 
Systems Engineering. 

AudioCodes Ensures VoIP Software 
Quality and Security with Coverity

Industry: Telecom Networking

Business Problem:

The proliferation of VoIP technology 
has generated significant opportu-
nity for AudioCodes and companies 
that rely on AudioCodes to produce 
components and software for their 
telecommunications products. With 
market share for VoIP products 
influenced by each successive 
product release, AudioCodes needs 
reliable and secure software to 
support its rapid growth. Based on 
consumer and partner demand, 
AudioCodes needed to accelerate  
the delivery of its industry-leading 
telecommunications software 
without sacrificing the quality and 
security the company is known for. 

Results:

AudioCodes utilizes Coverity to 
automatically find possible perfor-
mance and security defects in the 
company’s software code prior to 
deployment in the field. Coverity 
saves AudioCodes’ software  
developers significant time by  
automatically searching source 
code each week for hard-to-find 
bugs. This enables AudioCodes  
to eliminate critical defects prior 
to releasing software for shipment, 
and accelerates the overall software 
delivery process. 

Coverity customer since: 2005



What Makes It Great?

Unlike other Java analysis tools that focus on programming style and syntax-based 
checks, Prevent SQS for Java performs deep, interprocedural analysis to uncover 
the critical, must-fix defects that matter most to developers. Prevent SQS for Java 
leverages several different analysis engines to uncover hard-to-find defects, including:

•	Path Flow Engine understands the control flow through each function in your code 
base, allowing Prevent SQS to analyze all relevant paths through your code.

•	Statistical Engine tracks behavioral patterns throughout your entire code base,  
allowing Prevent SQS to infer correct behavior based on previously observed behavior.

•	Interprocedural Summary Engine enables Prevent SQS for Java to perform a 
whole program analysis of complex call chains at any depth across files and modules. 
This allows Prevent SQS for Java to analyze your software in a form that is most 
similar to the eventual executable and allows it to deliver the highest-fidelity results.

•	False Path Engine solves each branch condition to determine if it will be true, false, 
or unknown on the current path. This allows Prevent SQS for Java to efficiently 
remove obvious false positives from the set of defects reported.
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            About Coverity

Coverity (www.coverity.com), the 
leader in improving software quality 
and security, is headquartered in 
San Francisco, California. Coverity’s 
groundbreaking technology 
removes barriers to delivering 
complex software by automating 
the identification and resolution 
of critical defects and security 
vulnerabilities in C/C++ and Java 
source code. More than 350 leading 
companies have chosen Coverity 
Prevent SQS because it scales to 
tens of millions of lines of code, has 
the lowest false positive rate in the 
industry, and provides total path 
coverage. Companies like Ericsson, 
ESRI, Samsung, EMC, and Mentor 
Graphics work with Coverity to 
eliminate security and quality defects 
from their mission-critical systems.

Coverity is a registered trademark; 
Coverity Extend, Coverity Prevent, 
and Coverity Prevent SQS are  
trademarks of Coverity, Inc. All  
other company and product  
names are the property of their 
respective owners.
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185 Berry Street, Suite 2400 
San Francisco, CA 94107 USA  
U.S. Sales: (800) 873-8193 
International Sales: +1 415 321 5237

Coverity in Action:
www.coverity.com 
http://scan.coverity.com 
sales@coverity.com

About AudioCodes

AudioCodes Ltd. provides innovative, reliable and cost-effective Voice over 
IP (VoIP) technology, Voice Network Products, and Value Added Applica-
tions to Service Providers, Enterprises, OEMs, Network Equipment Providers 
and System Integrators worldwide. The company is a market leader in VoIP 
equipment, focused on VoIP Media Gateway, Media Server, Session Border 
Controllers (SBC), Security Gateways and Value Added Application network 
products. The Company is a VoIP technology leader focused on quality and 
interoperability, with a proven track record in product and network interoper-
ability with industry leaders in the Service Provider and Enterprise spaces. 
AudioCodes’ headquarters are located in Israel with R&D in the U.S. Other 
AudioCodes offices are located in Europe, India, the Far East, and Latin 
America. For more information on AudioCodes, visit www.audiocodes.com.

   The Details
Coverity Prevent provides comprehensive static code analysis for AudioCodes’ 
most important software applications. As Coverity has one of the lowest false 
positive rates in the industry, data regarding bugs from Prevent is extremely 	
valuable to AudioCodes, who notes Coverity false positive rates under 9%. 

For AudioCodes, an additional important benefit of Coverity Prevent is its ability 	
to quickly and easily integrate with the company’s development environment. 	
Elharrar says of his experience, “Coverity Prevent required no modifications for 
the code to work. It works quickly and does not require any additional software 
for a workstation. It also takes you directly to the line of code and shows the 
direct context of where the bug is — allowing our engineers to actively find and 	
fix bugs.”

The Net Result 

Conclusion
AudioCodes currently analyzes its entire code base once a week by using 	
Coverity Prevent and reports false positive rates under 9%. By automating this 
time-consuming task, Coverity helps AudioCodes accelerate the development of 
critical VoIP applications for inclusion in products sold by leading telecommunica-
tions and networking manufacturers around the globe. By ensuring the quality and 
security of code with Coverity, developers at AudioCodes can focus more time on 
creating new, innovative VoIP solutions to support the growth of their company.

 “Scanning our full code base for quality and security issues 

every week would be very hard without Coverity.”  

—Yair Elharrar, AudioCodes Systems Engineering


