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Auffinden von
laufigkeitsfehlern durch
tische Codeanalyse
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* Was ist Nebenlaufigkeit?
* Was ist Parallelisierung?

N e Zuweisung von CPU-Zeit durch den Scheduler
c: * Motivation zur Implementierung von Nebenlaufigkeit?
* Was sind Nebenlaufigkeitsfehler?
* Warum sind Nebenldufigkeitsfehler so geflirchtet?
* Beispiel Data Race
* Beispiel Dead Lock (Nested Lock)
* Wie kann die statische Codeanalyse helfen?
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Multicore Mikrocontroller (Auswahl)

I N

L-Serie

MPC5777M MCU 4 32
m AURIX™ Family — TC29xT 3 32
SPCS6EL70 2 32
Propeller 8 32

@) Multithreaded Programming Model ‘érifg’cﬁﬁjﬁey

Memory (Shared)
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) Warum sind Nebenlaufigkeitsfehler so gefirchtet ? Ver: yso e

Problematik des Auffindens zur Laufzeit

» In der Regel kein deterministisches Auftreten
» Verhalten oft lastabhangig
» Einsatz von Prufwerkzeugen (z. B. Debugger) dndert das

Laufzeitverhalten oft derart, dass der Fehler nicht mehr
auftritt
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Beispiel: Data Race

int main(void){
DWORD  threadId_1, threadId_2;
HANDLE threadHandle_1, threadHandle_2;

unsigned long segment_info@[3] = { ©, 5000000, 10000000 };

unsigned long segment_infol[3] = { 5000001, 1

threadHandle_1 = CreateThread(NULL, ©, &calculate,
if (threadHandle_1 == NULL) {
exit(EXIT_FAILURE);

threadHandle_2 = CreateThread(NULL, ©, &calculate,
if (threadHandle_2 == NULL) {

exit(EXIT_FAILURE);
}

WaitForSingleObject(threadHandle_1, INFINITE);
WaitForSingleObject(threadHandle_2, INFINITE);

CloseHandle(threadHandle_1);
CloseHandle(threadHandle_2);

printf("PI = %25.201f\n", sum / segment_info@[2]);

return 0;

, 1 };

(LPVOID)segment_infoo, 0,

(LPVOID)segment_infol, o,
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&threadId_1);

&threadId_2);
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Fehlende Synchronisierung -> Data Race

double sum;

DWORD WINAPI calculate(LPVOID params){
double d, w;
unsigned long 1;
unsigned long *part;

part = (unsigned long*)params;

d =1.0 / part[2];

for (1 = part[0]; 1 < part[1]; ++1){
w=d* (1 +0.5);
sum += 4.0 / (1.0 + w * w);

}

return 0;
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Data Race — Losung: Synchronisierung

double sum;
CRITICAL_SECTION lock;

DWORD WINAPI calculate(LPVOID params){
double d, w;
unsigned long 1;
unsigned long *part;

InitializeCriticalSection(&Ilock);

part = (unsigned long*)params;

d =1.0 / part[2];

for (1 = part[0]; 1 < part[1]; ++1){
w=d=* (1l +0.5);
EnterCriticalSection(&lock);
sum += 4.0 / (1.0 + w * w);
LeaveCriticalSection(&lock);

}

DeleteCriticalSection(&lock);

return 0;
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e CODESONAR  Scarch [code n s anaiysis Searchl| @ | Advanced Search
taRace » DataRace analysis 1 » Waming 161.3391 @
Data Race at datarace_windows cpp 16 No properties have been set |
Show Events | Change View | Options
thread 1
calculate (¢ X X »_windows.cpp)
:
a 7 DWORD WINAPI calculate (LPVOID params){
A Event 1. Thread 1 starts here. v hide
double d, w;
unsigned long 1
unsigned long *
12 part = (unsigned long*)params;
1 d=1.0 / part(2);
» for (1 = part[0); 1 < part{i]; ++1)(
w=d®* (1 +0.5);
sum += 4.0 / (1.0 + w * w);
Data Race
« The other thread writes 10 sum See other access
The issue can occur if the highlighted code executes
Show. All events | Only primary events
;
15
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Thread 1 Thread 2
Ressource A Ressource B
1 1
1 1
1 1
1 1
L ] L ]
esperrt von Thread 2 esperrt von Thread 1
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Typische Deadlock-Konstellation
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Thread 1:

lock(A);
lock(B);
unlock(B);
unlock(A);

Thread 2:

lock(B);
lock(A);
unlock(A);
unlock(B);

)

Nested Lock

DWORD WINAPI calculate_1(LPVOID pa
double d, w;
unsigned long 1;
unsigned long *part;

InitializeCriticalSection(&lock_1);

InitializeCriticalSection(&lock_2);

part = (unsigned long*)params;

d =1.0 / part[2];

for (1 = part[0]; 1 < part[1];
w=d* (1 +80.5);
EnterCriticalSection(&lock_1);
EnterCriticalSection(&lock_2);
sum += 4.0 / (1.0 + w * w);
LeaveCriticalSection(&lock_2);
LeaveCriticalSection(&lock_1);

¥

DeleteCriticalSection(&lock_1);

DeleteCriticalSection(&lock_2);

return 0;

rams){

++1){
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DWORD WINAPI calculate_2(LPVOID params){
double d, w;
unsigned long 1;
unsigned long *part;

InitializeCriticalSection(&Ilock_1);

InitializeCriticalSection(&lock_2);

part = (unsigned long*)params;

d =1.0 / part[2];

for (1 = part[@]; 1 < part[1]; ++1){
w=d* (1l +0.5);
EnterCriticalSection(&lock_2);
EnterCriticalSection(&lock_1);
sum += 4.0 / (1.0 + w * w);
LeaveCriticalSection(&Ilock_1);
LeaveCriticalSection(&Ilock_2);

¥

DeleteCriticalSection(&Iock_1);

DeleteCriticalSection(&lock_2);

return 0;
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VIELEN DANK !

Royd Lidtke

Verifysoft Technology GmbH
luedtke @verifysoft.com
+49 781 127 8118-8
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